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Abstract
There is growing interest in recent years in routing methods for wireless networks that leverage the broadcast nature of the wireless medium and the ability
of nodes to overhear their neighbors’ transmissions. Such methods include opportunistic routing (OR), which generally choose the next hop on a routing
path only after the outcome of the previous transmission is known; and wireless network coding (NC), which linearly combines packets from different flows
coexisting in the network. In this paper, we study the potential benefits of forwarding schemes that combine elements from both the OR and NC approaches,
when traffic on a bidirectional unicast connection between two nodes is relayed
by multiple common neighbors. We present a theoretically optimal scheme that
provides a lower bound on the expected number of transmissions required to
communicate a packet in both directions as a function of link error probabilities, and demonstrate that this bound can be up to 20% lower than with either
OR or NC employed alone even in a small network. Using simulation, we further
explore the control overhead in a direct implementation of the scheme with a
simple coordination mechanism and show that the optimal bound can be closely
approached for a wide range of link error rates.
Keywords: Opportunistic routing; network coding; wireless networks; optimal
forwarding.

1. Introduction
The majority of routing protocols employed in multi-hop wireless networks
are based on the traditional layered approach, using shortest-path and similar
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graph theory-based algorithms which view every wireless channel between two
nodes as a “link” in the same sense as in wired networks. However, in general,
unless fine-tuned directional antennas are employed, wireless transmissions can
be overheard by additional unintended nodes in the vicinity of the sender and
receiver, causing interference to their own communications and resulting in additional constraints on links that may not be used simultaneously. This fact
has led to considerable research into methods to overcome the interference and
maximize network capacity, ranging from channel assignment methods based
on coloring of the link conflict graph ([2] and references therein), to space-time
scheduling methods such as STDMA [3].
In recent years, there has been growing recognition of the broadcast nature of the wireless medium as a virtue rather than a vice, with an increasing
number of studies proposing ways to exploit the ability to overhear neighboring nodes’ transmissions. Most of the related research has been in the physical
layer, with considerable progress achieved on cooperative relaying methods to
improve channel capacity in a single-hop setting (cf. [4] for a detailed overview).
At higher layers, which are the focus of this paper, the proposed methods for
leveraging the wireless overhearing capability can be broadly classified into two
major categories: opportunistic routing and wireless network coding. In opportunistic routing (OR), the next-hop forwarding node is chosen on-the-fly, rather
than determined in advance by a routing protocol. This is exemplified by the
ExOR protocol [5], where batches of packets are simply broadcast without acknowledgments; after every batch, each neighbor (in a predetermined priority
order) forwards the packets it has successfully received, skipping those that it
could overhear to be already forwarded by other neighbors. In network coding
(NC), data packets from different flows are mixed, thereby allowing a single
transmission to hold different information content for different receivers. For
example, the COPE protocol [6] illustrates how the number of transmissions
is reduced in a bidirectional flow between a pair of endpoints via one or more
intermediate relays, when the relays can broadcast bitwise-XOR combinations
of messages from both sides (rather than forwarding each one separately), allowing each endpoint to recover the other’s message by XOR-ing it again with
its own.1
While both OR and NC approaches have a similar goal, namely to reduce
transmissions by exploiting the free broadcasting feature in wireless networks,
they are unrelated techniques that target different network conditions. Indeed,
opportunistic routing is valuable in low-quality wireless environments, where
channels have high error rates and volatility (e.g. due to fading). On the
other hand, network coding achieves its best performance improvement with
perfectly error-free channels, and is highly sensitive to errors. This naturally
raises the question whether forwarding schemes that combine elements from
1 The idea is not limited only to bidirectional flows between a pair of endpoints; generally,
NC can be applied on packets from several flows intersecting at a common node, provided
that packets from each flow can be overheard by all the next-hop nodes of all other flows.
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Figure 1: Bidirectional communication with multiple neighbors.

both techniques may achieve a further performance gain in practical networks,
with “medium”-quality channel conditions that are between the above extremes.
A typical scenario is shown in Figure 1, with two nodes (A,B) that engage in
a bidirectional connection, where any of their multiple neighbors can potentially forward their packets. It is clear in this case that neither a pure OR
method (e.g. ExOR), used independently in both directions without accounting
for coding opportunities, nor a pure NC method (e.g. COPE) used with a single
pre-selected neighbor, will achieve the best outcome if the link error rates are
medium-to-high.
Our contribution in this paper is as follows. First, we demonstrate that,
in general, naı̈ve opportunistic network coding methods are sub-optimal unless
the network is symmetrical (i.e. all neighbor nodes have identical link quality to
both endpoints), and may even perform worse than NC over a single pre-chosen
neighbor. Motivated by the above observation, we then formally define an optimal forwarding scheme as one that minimizes the expected total number of data
transmissions required to deliver one packet in each direction of the flow. The
key distinguishing features in the schemes we consider are that (1) the forwarding decision may be based on the full reception state of all nodes, not only the
number of coding opportunities; and (2) we allow opportunistic forwarding to
be applied after network coding, i.e. a node may retransmit a coded packet even
if it is unable to decode its components by itself. We present a dynamic programming algorithm that finds the optimal scheme in a generic network instance
with given link error rates, and demonstrate numerically that, even in a simple
network with two intermediate relays, the expected number of transmissions
can potentially be improved by a further 20% from existing approaches. Since
the optimal scheme requires perfect knowledge of the set of packets received in
every node at all times, it provides a lower bound on the average number of
transmissions that can be achieved with any scheme in practice. Subsequently,
we study the performance of an implementation of the optimal scheme with a
simple coordination mechanism, where all nodes report the reception state in
a series of acknowledgments after every data packet. We show via simulation
that the performance of the scheme remains robust even under relatively high
3

loss rates of coordination messages (acknowledgments), and that most of the
benefit of the theoretical optimal scheme can still be achieved even after the
coordination overhead is taken into account.
The rest of this paper is organized as follows. After reviewing the related
literature in Section 2, we present the system model and formally define optimal
forwarding schemes in Section 3. We present the dynamic programming algorithm for finding the optimal scheme in Section 4, and illustrate the resulting
performance numerically in Section 5. In Section 6, we consider the impact of
the coordination overhead, and in particular of possible losses of coordination
messages, on the resulting performance. Section 7 concludes the paper and
discusses some directions for future extension of our results.
2. Related Work
The concept of opportunistic routing dates back to the Selection Diversity
Forwarding (SDF) proposal [7], where each packet is broadcast with a list of
potential next hop forwarders; neighbors that overhear the packet and find
themselves on the list reply with acknowledgments that (optionally) contain
their forward link state information, which is then used by the source to choose
the best next hop. Some later proposals, such as link-layer anycast [8] and
Geographic Random Forwarding (GeRaF) [9], are essentially variations on the
same idea that use RTS/CTS exchanges, instead of actual data packets, to
determine the next hop. Opportunistic routing methods became popular after
the demonstration of the performance boosts achieved by the ExOR protocol [5],
in which there is no explicit selection of the next hop at all; rather, packets are
broadcast unacknowledged in batches, and after every batch, each neighbor (in
a predetermined priority order) forwards the packets it has successfully received,
skipping those that were already overheard being forwarded by other neighbors.
An extension of the ExOR approach using intra-flow network coding (MORE),
where the source node creates random linear combinations of packets within
a batch and keeps sending them until receiving an acknowledgment for the
entire batch from the destination, was proposed in [10]; subsequently, protocols
such as CodeOR and PipelineOR [11, 12] have alleviated MORE’s “stop-andwait” nature between consecutive batches, to allow a sliding window among the
batches or a pipeline of packets coded across different batches. The intra-flow
coding of packets from a single source carries various practical benefits, such as
being less sensitive to topology parameters and link characteristics, and allowing
multiple cooperative nodes to operate in a distributed manner without explicit
per-packet coordination. However, we point out that intra-flow coding in itself
cannot improve the throughput of a unicast flow (or, equivalently, reduce the
expected number of transmissions required to communicate a given amount of
information) beyond what is achieved with opportunistic routing of individual
packets, if the network topology parameters are known and full feedback about
the outcome of each transmission is available [13].
On the other hand, protocols that use inter-flow wireless network coding,
such as COPE proposed in [6], are based on broadcasting bitwise-XOR com4

binations of packets from different sources (e.g. from opposite endpoints of a
bidirectional flow between the same endpoints), rather than forwarding each
one separately; as a result COPE can improve the throughput even for unicast
flows, since such combined packets carry different information for different receivers (unlike with intra-flow coding). The COPE protocol itself, notably, does
not deal with routing of the flows, which is decoupled from the coding process.
Some recent works on coding-aware routing protocols propose to adapt routing paths so as to attempt to increase the coding opportunities in a network;
this was first motivated in [14], which introduced a wireless link metric based
on expected number of coded transmissions (ECX). A more thorough discussion of the desirable properties of coding-aware routing metrics was provided
in [15], together with a distributed mechanism for discovering potential coding
opportunities on the available paths. Subsequently, the On-demand CodingAware Routing (OCAR) protocol described in [16] focused on the trade-off between maximizing the coding opportunities among flows (which requires routing
paths to intersect in common nodes) and minimizing interference (which seeks to
push routes away from each other). A detailed theoretical treatment of optimal
coding-aware routing was given in [17], using a linear programming formulation to model the trade-off between coding opportunities and interference in the
routing of multiple flows.
While all the above studies consider how to increase coding opportunities by
improvements to predetermined routes, very few works have considered the application of (inter-flow) NC in the context of opportunistic routing. One notable
example is the BEND proposal [18], which introduced a local heuristic approach
for ‘bending’ routes opportunistically towards a common relay node within a
two hop region. Our work goes beyond the limited idea of BEND, and allows
OR and NC to be considered jointly and optimized among all possible transmissions at the same time; in other words, there is no a priori selection neither of
routes nor the node(s) responsible for network coding. Rather, the choice of the
packet (plain or coded) to transmit is made opportunistically based on the full
reception state of all nodes. In particular, an important difference of our approach is that nodes are allowed to use opportunistic forwarding after network
coding, i.e. it is possible for coded packets to be retransmitted in the network
by nodes that are unable to decode them by themselves. This is different to the
studies listed above, which only allowed coding opportunities to be considered
where the combined packet would be able to be decoded immediately into the
original native packets by each of the next hops on every flow.
3. Model and Problem Definition
We consider a wireless network with two nodes, A and B, that transmit a
stream of fixed-size packets to each other. We assume that A and B are out
of each other’s direct transmission range; hence, they need their packets to be
relayed in both directions by any of their K common neighbors (Figure 1). A
neighbor node Rk , k = 1, . . . , K has a probability to successfully overhear a
packet transmitted by A, B, or a peer neighbor Rj denoted by PA,Rk , PB,Rk ,
5

and PRj ,Rk respectively. We assume these probabilities are independent among
successive transmissions, i.e. that the link between any pair of nodes is memoryless at the packet time scale, which is generally the case if reception failures
are predominantly caused by noise or fast fading. In addition, for simplicity
of presentation, we will assume that these probabilities are independent among
different links (i.e. node pairs), and that they are symmetrical in both directions
of each link, i.e. PA,Rk , PB,Rk and PRj ,Rk are also the probabilities for a packet
transmitted by Rk to be received successfully at A, B, or Rj , respectively. Nevertheless, as will be explained in Section 4, our approach and results can be
readily applied in networks with asymmetric and/or correlated links as well.
We emphasize that some of the overhearing probabilities may be set to zero
(corresponding to pairs of nodes that cannot overhear one another at all). Thus,
the model can represent a general network topology and is not limited to a onehop or two-hop setting. For example, it is possible for the shortest path between
A and B to consist of at least H hops, if the nodes are partitioned into H + 1
groups (0, . . . , H, with group 0 defined to consist of the source node A only, and
group H of node B only), such that links with positive probability exist only between nodes within the same group or between nodes in adjacent groups. Since,
as explained below, the focus of this work is on optimal forwarding schemes
that minimize the expected number of transmissions, we assume (without loss
of generality) that only one transmission can successfully take place anywhere in
the network at any one time. Note that, in a small network where all the nodes
are within a common range of interference, the optimal bound on the number
of transmissions translates directly to an equivalent bound on the latency as
well. For a larger network, where spatial reuse (i.e. concurrent transmissions) is
possible, an optimal forwarding policy with respect to expected latency may not
be equivalent to the one that minimizes the expected number of transmissions,
and we leave the corresponding optimization variation for future work.
We define the information state at a node to be the set of packets it has
received or overheard, and generically define a forwarding scheme as a mapping
from the vector of information states at all nodes to a choice of node and packet
for the next transmission (only one transmission is allowed at any time to avoid
collisions). We are explicitly interested in forwarding schemes that allow network coding, i.e. transmissions of a coded combination of several packets in a
node’s information state.
The performance metric we use to evaluate and compare forwarding schemes
is the expected number of data packet transmissions required to deliver one
packet in each direction, i.e. one packet from A to B (henceforth called “packet
a”) and one packet from B to A (“packet b”). Note that this metric counts only
data transmissions, and ignores the overhead of any feedback (such as acknowledgments) that would be required to synchronize the information states among
nodes. Thus, we effectively assume that all nodes have full knowledge of their
peers’ information states after every packet transmission, and our subsequent
analysis of the optimal forwarding scheme therefore provides a lower bound on
the number of transmissions achievable in the ideal case of error-free feedback.
From a practical standpoint, an implementation of the optimal scheme would
6

require a feedback mechanism that includes a series of acknowledgments from all
nodes after every data transmission. A simple such mechanism is discussed later
in Section 6, where the overhead of feedback exchanges is evaluated explicitly,
including in the case where the feedback may not be perfect, i.e. acknowledgments can suffer from a nonzero loss rate as well.
To provide an initial insight and motivate the subsequent discussion of optimal schemes in a general network, we first demonstrate the limitations of some
common forwarding schemes in a simple idealized example scenario, where all
neighbors have identical link qualities to each endpoint and cannot overhear
their peers; that is, PA,Rk = PAR , PB,Rk = PBR , and PRj ,Rk = 0 for all
j, k = 1, . . . , K.
3.1. Traditional static routing
In traditional static routing, the complete path from source to destination
is determined prior to the transmission. Since all relay nodes are equivalent,
whichever one is chosen to be the intermediate forwarder, the expected number
of transmissions required to communicate a packet in either direction between
1
1
+ PBR
. Therefore, the total expected number of transnodes A and B is PAR
missions in both directions is
2
2
+
.
(1)
PAR
PBR
3.2. Opportunistic routing (e.g. ExOR [5])
In opportunistic routing, the node to forward the packet to its destination is
not selected in advance but, rather, chosen after the transmission by the source,
and a retransmission by the source is required only if none of the potential relays
copied the packet successfully.
Consider packet a first (from A to B). The probability of a successful transmission from A to at least one of the relay nodes is 1 − (1 − PAR )K . Thereafter,
one of the relays retransmits the packet to its destination, which requires a fur1
ther PBR
transmissions. The calculation is similar for packet b in the opposite
direction. Hence, the expected total number of transmissions required is
1
1
1
1
+
+
+
.
1 − (1 − PAR )K
1 − (1 − PBR )K
PAR
PBR

(2)

3.3. Network coding (e.g. COPE [6])
In network coding, a single relay node is chosen to be the forwarder in both
directions. However, compared to the traditional routing case, as long as neither
packet has reached its destination, a transmission by the relay counts only once
in both directions (as soon as one of the packets is successfully received, further
relay transmissions are identical to the static routing case). Therefore, network coding uses on average 1−(1−PAR1)(1−PBR ) fewer transmissions than static
routing; hence its expected number of transmissions is
2
2
1
+
−
.
PAR
PBR
1 − (1 − PAR )(1 − PBR )
7

(3)

3.4. Simple opportunistic network coding [18, 19]
Finally, we consider a simple combination of network coding with opportunistic routing, which in our simplified example scenario operates as follows.
Each of the packets a, b is retransmitted as necessary by its respective source
until received by at least one relay node. Subsequently, if there exists a relay
node that successfully overheard both packets, network coding is performed;
otherwise, the packets are forwarded by separate relays independently.
Once each packet has been received by at least one relay, a network coding
opportunity is present if one of the relay nodes has received both packets a, b.
To compute the conditional probability of this event, we observe that, for any
specific relay, the a priori probability to receive both packets is PAR · PBR ;
hence the a priori probability to have at least one relay receiving both packets
is 1 − (1 − PAR PBR )K . This must be divided by the a priori probability of the
conditional event that is now known to have occured, i.e. that each of the two
packets has been received by at least one relay. We therefore obtain that the
probability of a network coding opportunity is
Pnc ,

1 − (1 − PAR PBR )K
.
[1 − (1 − PAR )K ] · [1 − (1 − PBR )K ]

(4)

Hence, we conclude that the expected total number of transmissions for this
scheme is
1
1
1
1
1
+
+
.
+
−Pnc
1 − (1 − PAR )K 1 − (1 − PBR )K PAR PBR
1 − (1 − PAR )(1 − PBR )
(5)
Figure 2 demonstrates the values resulting from expressions (1)–(5) in a network of K = 4 neighbors. Specifically, Figure 2a shows the results when both
PAR and PBR are varied between 0.1 and 1 together (maintaining PAR = PBR ),
whereas in Figure 2b, one of the probabilities is kept constant at PAR = 0.5,
and only PBR is varied. We observe from Figure 2a that, when successful transmission probabilities are low, OR alone achieves a significant improvement over
static routing, whereas NC performs nearly as badly as static routing. The
reverse is true when these probabilities approach 1; then, NC considerably reduces the number of transmissions, whereas the ability to choose the forwarding
relay opportunistically is of little use. The cross-over between the two curves
occurs around PAR = PBR ≈ 0.624. Importantly, we note that the opportunistic network coding (ONC) scheme is able to combine the improvements of
each of its “components”; thus, it is most valuable (in percentage terms) with
medium-range link probabilities (or, inversely, error rates) of around 0.5. The
latter observation is further supported by Figure 2b, where setting PAR = 0.5
emphasizes the improvement achieved by the ONC scheme in the entire range
of PBR .
However, it would be wrong to conclude from this example evaluation in
symmetrical networks that the ONC scheme would perform well in the general
case as well. To that end, consider the network in Figure 3 with PA,R1 = 0.5,
PB,R1 = 0.9, PA,R2 = 0.9, PB,R2 = 0.1, and PR1 ,R2 = 0. Clearly, node R1 is
8

(a) 0.1 ≤ PAR = PBR ≤ 1

(b) PAR = 0.5, 0.1 ≤ PBV ≤ 1
Figure 2: Performance of common strategies: (a) for 0.1 ≤ PAR = PBR ≤ 1; (b) for PAR =
0.5, 0.1 ≤ PBR ≤ 1.
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Figure 3: A generic network with two relay nodes.

the better relay overall, and simple NC using it as the sole forwarder achieves
2
2
1
an expected number of transmissions of 0.9
+ 0.5
− 1−(1−0.9)(1−0.5)
≈ 5.17.
However, with ONC, a common outcome will be that packet a is only received
by R2 , and packet b only by R1 , and they are forwarded individually to their
respective destinations, incurring a high cost on the link R2 ↔ B. It can be
verified (by extending expressions (4)–(5) to the asymmetrical case; we omit
the details for brevity) that the overall expected number of transmissions in
the ONC scheme comes to approximately 8.857, i.e. much worse than network
coding via R1 alone. We will return to this example in Section 5, and show that,
in fact, none of the schemes considered above achieves the optimal performance
in this network.
4. Optimal Scheme Solution Algorithm
We proceed to describe the algorithm for finding the optimal forwarding
scheme for the network model of Figure 1. First, we define the formal notation
for the network state vector at any particular time instant, i.e. the (K + 2)-tuple
of the information states in all nodes: S = hSA , SB , SR1 , . . . , SRK i, where SA ∈
{{a}, {a, b}}, SB ∈ {{b}, {a, b}}, and SRk ∈ {∅, {a}, {b}, {a, b}}, k = 1, . . . , K.
Here, a state of {a} means that the respective node has so far overheard packet a
but not packet b, and vice versa for {b}. We emphasize that, for a relay node Rk ,
SRk = {a, b} may either mean that Rk overheard the two packets individually,
or that it overheard their coded combination (e.g. their XOR). Even though
in the latter case the node cannot decode the individual packets, it makes no
difference to the node’s actions in the optimal scheme, since it is never worse to
transmit the coded combination than an individual packet anyway; this intuitive
observation is proved formally later in Lemma 1.
Recall that a forwarding scheme is formally defined in our context as a
mapping that, for every network state vector, specifies which node will make the
next transmission and of which packet. Under a particular forwarding scheme,
we define the score of a network state, denoted by C(S), as the expected number
of transmissions from that state until both endpoint nodes receive their packets.
Thus, all network states with SA = {a, b} and SB = {a, b} have a score of 0;
these are called terminating states. Note that some state vectors may not be able
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to occur under particular forwarding schemes; for example, under static routing
(or network coding) via R1 in both directions, SA = {a, b} is not possible unless
b ∈ SR1 , and similarly SB = {a, b} requires a ∈ SR1 .
We now derive the expressions describing the relationships among the scores
of different states. First, suppose that for a particular state S = hSA , SB ,
SR1 , . . . , SRK i, the forwarding scheme selects node A to transmit its packet a.
As a result, any relay node Rk that has not received the packet earlier will
have a probability of PA,Rk to overhear it, changing its own state from SRk to
SRk ∪ {a}. The score of S thus consists of 1 (counting this transmission of a)
plus a weighted sum of the scores of all the possible new states to which the
system can transition (including S itself if no new relays overhear the packet).
Therefore,

X

C(S) = 1 +


Y

PA,Rk



R∈2{

Rk |a∈S
/ R
k

}

Y

Rk ∈R

(1 − PA,Rk ) ·

Rk ∈R
/

C (hSA , SB , SRk ∈R
/ , SRk ∈R ∪ {a}i) . (6)
In (6), R is used to enumerate over all possible subsets of relay nodes which
had not overheard the packet a previously. We make a slight abuse of notation
and use hSA , SB , SRk ∈R
/ , SRk ∈R ∪ {a}i to denote the new network state where
{a} is added only to the state of those nodes in the subset R, while the state
of all other nodes remains unchanged. The transition probability to this new
network state then acts as the weight of its score in the sum.
We observe that one of the states in the sum in the right-hand side of (6)
is S itself; this corresponds to R = ∅, i.e. the case when no new relay node
overhears the transmitted packet. Extracting it out of the sum, we get
1
+
C(S) =
A
1 − PSS

Q

Rk ∈R

X
R∈2{ k
R6=∅

R |a∈S
/ R

k

PA,Rk
1

}

Q

Rk ∈R
/ (1
A
− PSS

− PA,Rk )

·

C (hSA , SB , SRk ∈R
/ , SRk ∈R ∪ {a}i) , (7)
Q
A
where PSS
, Rk |a∈S
/ Rk (1 − PA,Rk ) is the probability of the network to remain
in state S after a transmission by A. Expression (7) can be intuitively interpreted as follows: the score of S is the expected number of transmissions until
a successful transition to another state occurs, followed by a weighted sum of
state scores, where the weights this time are the respective conditional transition
probabilities given that a transition to a new state has occured.2
2 Note that the transition between (6) and (7) assumes that P A 6= 1; this is always a safe
SS
assumption, since no forwarding scheme would logically choose a transmission by node A if
there are no relay nodes with a positive link probability to A that have not already heard its
packet.
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For the case where the forwarding scheme selects node B to transmit the
packet b, we similarly obtain
Q
Q
X
1
Rk ∈R PB,Rk
Rk ∈R
/ (1 − PB,Rk )
C(S) =
+
·
B
B
1 − PSS
1 − PSS
R |b∈S
/ R }
k
R∈2{ k
R6=∅

C (hSA , SB , SRk ∈R
/ , SRk ∈R ∪ {b}i) , (8)
Q
B
where PSS
, Rk |b∈S
/ Rk (1 − PB,Rk ).
We turn to consider the score of a state S where the forwarding scheme
calls for a transmission of packet a by a relay node Rj . We assume that such a
transmission makes sense, namely, Rj indeed has a copy of the packet and the
destination B has not received it yet. Accordingly, we obtain the expression for
the score in this case:3
Q
Q
X
1
X∈R PX,Rj
X ∈R
/ (1 − PX,Rj )
+
·
C(S) =
Rj ,a
Rj ,a
1 − PSS
1
−
P
SS
{B}∪{Rk |a∈S
/ R }
k
R∈2
R6=∅



C hSA ,

SB ∪{a} if B∈R
, SRk ∈R
/ , SRk ∈R
SB
if B ∈R
/


∪ {a}i , (9)

Q
R ,a
where PSSj , (1 − PB,Rj ) Rk |a∈S
/ Rk (1 − PRj ,Rk ).
A similar expression defines the score of a state S in which a node Rj transmits the packet b, where b ∈
/ SA :
Q
Q
X
1
X∈R PX,Rj
X ∈R
/ (1 − PX,Rj )
+
·
C(S) =
Rj ,b
Rj ,b
1 − PSS
1 − PSS
{A}∪{Rk |b∈S
/ R }
k
R∈2
R6=∅




if A∈R
C h SAS∪{b}
,
S
,
S
,
S
∪
{a}i
, (10)
B
Rk ∈R
Rk ∈R
/
if A∈R
/
A
Q
R ,b
where PSSj , (1 − PA,Rj ) Rk |b∈S
/ Rk (1 − PRj ,Rk ).
Finally, we consider the expression for the score of S where a node Rj with
SRj = {a, b} transmits the coded combination of a and b. Following the same
reasoning as before, we obtain
Q
Q
X
1
X∈R PX,Rj
X ∈R
/ (1 − PX,Rj )
+
·
C(S) =
Rj ,ab
Rj ,ab
1 − PSS
1 − PSS
{X|{a,b}6⊆SX }
R∈2



R6=∅

if A∈R
C h {a,b}
,
SA if A∈R
/

{a,b} if B∈R
, SRk ∈R
/ , SRk ∈R
SB if B ∈R
/


∪ {a, b}i , (11)

3 For conciseness and to avoid considering the link between R and B separately, we use
j
the letter ‘X’ in (9) to denote any node in the set R, which can be either B or one of the relay
nodes Rk .
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Q
R ,ab
where PSSj , X|{a,b}6⊆SX (1 − PX,Rj ).
We now focus more closely on the relationships among the states in the
above expressions. Consider a graph G where the vertices are the 4K+1 possible
network state vectors, and there is a (directed) edge from S to S0 if and only
if S0 appears in one of the score formulas of S, i.e. in the right-hand side of
one of the expressions (7)–(11). Thus, every edge in the graph corresponds to
a transmission of either a, b, or their coded combination, and a specific subset
R of the new nodes receiving that transmission. Then G (the state dependency
graph) is a DAG (directed acyclic graph). Indeed, a directed cycle is not possible
in G, since for every directed link S → S0 , S0 is a strict superset of S; that is,
0
0
0
SA ⊆ SA
, SB ⊆ SB
, SRk ⊆ SR
, k = 1, . . . , K, and S 6= S0 .
k
Since the graph of dependencies among states is acyclic, the scores of all
states in the optimal forwarding scheme can be computed by the following algorithm:
1. Initialize T to the set of all terminating states (i.e. where SA = SB = {a, b});
set C(ST ) = 0 for all ST ∈ T ;
2. Choose a state S such that S ∈
/ T and all the directed edges from S in G are
to states in T (such a state is guaranteed to exist due to G being cycle-free),
and set T = T ∪ {S};
3. Set C(S) to the minimum of expressions (7),(8), and (9),(10),(11) for every
Rj , j = 1, . . . , K, and let OFS(S) record the corresponding transmission choice;
4. If every possible network state is in T , stop; else goto step 2.
The correctness of the above algorithm follows from the fact that in every
iteration, it finds the optimal action that leads to the lowest score for one state
S, provided that the optimal scores have already been found for all the states it
depends on; therefore, by induction, it eventually finds the optimal score for the
starting state h{a}, {b}, ∅, . . . , ∅i, while recording the optimal action in each
state S in OFS(S). In other words, this is a dynamic programming algorithm,
which resembles the Bellman-Ford algorithm for shortest paths in graphs or the
Viterbi algorithm for finding a maximum-likelihood sequence of states [20]. The
running time complexity of the algorithm is found by noting that it executes one
iteration for each network state, i.e. 4K+1 iterations in total, with up to 3K + 2
score evaluations in each iteration. This complexity is usually reasonable since
K, the number of common neighbors of two nodes in a wireless network, is
typically small in practice.
Remark. For simplicity of presentation, the above score expressions (7)–(11)
were derived for the case where the probabilities of successful reception/overhearing
between each pair of nodes are independent and symmetrical. We observe that
the score expressions can be extended in a straightforward manner to the case
where these probabilities are asymmetrical and/or have a non-negligible level of
spatial correlation [21]; to that end, the score of each state should still be based
on the weighted sum of the scores of all its dependent states, using the actual
transition probabilities among the states (which need to account for the spatial
correlations and may no longer involve simple products of reception probabilities
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on different links). The correctness of the dynamic programming algorithm can
be shown to hold in the extended case using the same considerations as above.
The only essential assumption is that the transition probabilities are memoryless (namely, independent over time); this is required so that the score of each
state can be well-defined, independently of the history of the system prior to
reaching that state. The necessary extensions to consider optimal forwarding
schemes for networks with time-correlated links (on a time scale of a full packet
and beyond) are left for future work.
Before concluding this section, we now formally prove the intuitive property
that, if a node Rj has both packets a and b, it is never worse to transmit
the coded combination of both packets than just one of them. This provides
the necessary justification to the claim that the state of a node that either
overheard both packets individually or just their coded combination can equally
be represented by {a, b}.
Lemma 1. There exists an optimal forwarding scheme that does not involve a
transmission of an individual packet (a or b) by a node Rj where SRj = {a, b}.
Proof. Consider an optimal forwarding scheme for which, in a state S such that
SRj = {a, b}, the algorithm chooses node Rj to transmit packet a in step 3
(the proof is identical if it transmits packet b instead). Assume, without loss of
generality, that S is the first among all such states in the course of execution of
the algorithm.
Consider an arbitrary directed path in G from the state S to some terminating state, which starts with a directed edge corresponding to the transmission
of packet a by Rj (for some R = RS ). Then, there exists an alternative path
which starts from S along the edge corresponding to the transmission of the
combination of {a, b} instead (for the same RS ), and thereafter follows the sequence of edges that corresponds to the same transmitted packets and subsets
R as the edges of the former path. In other words, both paths represent the
same sequence of transmissions (apart from the first one) and the same pattern
of success outcomes on all links in the actual network; hence, they have the
same sequence of transition probabilities. Since the alternative path traverses
network states that differ from the network states in the former path only by
the fact that the nodes in the subset RS have a node state of {a, b} instead of
{a}, it necessarily leads to a terminating state as well (in fact, it may reach a
terminating state sooner than the former path). It follows that the scores of
the states along the latter path are not larger than those of the corresponding
states along the former path. Consequently, the score of S with a combined
transmission of {a, b} (i.e. calculated by expression (11)) is not larger than with
a transmission of a alone (i.e. calculated by (9)), and the algorithm can therefore
choose the combined transmission in step 3 instead.
5. Numerical Evaluation
In this section, we demonstrate the optimal forwarding scheme and compare
its performance with the other aforementioned schemes for a range of example
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scenarios. This comparison has already commenced in Section 3, for the simple
symmetrical case where all the relay nodes are equivalent (PA,Rk = PAR and
PB,Rk = PBR for all k), and unable to overhear each other’s transmissions
(PRj ,Rk = 0 for all j, k). It turns out that, in this case, the ONC scheme (i.e. the
last of the four schemes discussed in Section 3) is in fact the optimal one. Indeed,
since all the neighbor nodes are equivalent, once each of the packets a and b
has been received by a neighbor, there can be no gain in retransmitting any of
the packets by the original source in an attempt to copy it to another neighbor
as well. Thus, the ONC scheme, which performs network coding whenever
an opportunity exists or reverts to simple opportunistic forwarding otherwise,
achieves the lowest possible expected number of transmissions.
In a symmetrical scenario where all neighbor nodes are equivalent but can
also overhear each other with a positive probability (i.e. PRj ,Rk = PRR > 0
for all j, k = 1, . . . , K), the performance of the optimal scheme improves further somewhat. This can be explained as follows. Even if there is no coding
opportunity initially and the scheme proceeds to forward an individual packet,
that packet can then be overheard by another relay holding a copy of the other
packet, thus creating a coding opportunity and reducing the expected number
of remaining transmissions from that point. Figure 4 demonstrates how the
performance of the optimal scheme depends on PRR for several combinations
of PAR and PBR in a symmetrical network with K = 2. We observe that the
improvement is not very significant, and is less than about 5% between PRR = 0
and PRR = 1. Incidentally, we point out that in order to maximize the expected
saving of transmissions by the aforementioned possibility of a belated coding opportunity created by overhearing among relays, the packet with the worse link
to the destination (e.g. packet a if PAR > PBR , and packet b if PAR < PBR )
should be the one going first in the opportunistic forwarding phase.
We now turn to discuss general, asymmetrical scenarios where relay nodes
are no longer equivalent to each other. We begin by considering again the
example from the last paragraph of Section 3. In that example, based on the
network in Figure 3 with PA,R1 = 0.5, PA,R2 = 0.9, PB,R1 = 0.9, PB,R2 = 0.1,
PR1 ,R2 = 0, it was shown that the opportunistic network coding scheme was
in fact worse than network coding over a static route using R1 only. We now
describe the optimal scheme found by the dynamic programming algorithm in
this instance.
1. Transmit packet a by node A and packet b by node B until each of the
packets is received by a relay;
2. While none of the endpoints received the opposite packet:
• if R1 has both a and b, let R1 transmit their combination;
• else, if R2 has both a and b and R1 does not have a copy of packet
b, let R2 transmit their combination;
• else, if R1 has b only (thus R2 has a or both packets), retransmit
packet a by node A;
• else, i.e. if R1 has a only and R2 has b only, forward the packets
individually;
15

Figure 4: Optimal scheme performance in symmetrical scenario (K = 2), as a function of
PRR .

3. If A receives packet b first, use fixed routing via R1 for packet a thereafter (i.e. ignore R2 even if it has a, and retransmit the packet from A if
necessary);
4. If B receives packet a first, use opportunistic routing via either relay for
packet b (with a preference for R2 if both have it at the same time).
We observe that the optimal scheme is different from simple opportunistic
network coding, as the decision to perform network coding by node R2 (the
lower-quality relay) depends on the state of node R1 : the coding should go
ahead if R1 has no packets or only overheard packet a, whereas if R1 already
has a copy of b, it is preferable to retransmit packet a from A, insisting on the
network coding to be done by R1 thereafter. Also, note that the network coding
by R2 is only done until the combined transmission is received by A (for the
small extra chance that node B may receive it as well); once A is in possession
of packet b, R2 is no longer used to deliver packet a to B. This scheme achieves
an expected total number of transmissions of 5.115, which is slightly lower than
5.17 achieved by network coding over the static route via R1 .
To extend this example further, Figure 5a compares the performance of
the various schemes for the two-relay network of Figure 3 where PA,R1 = 0.5,
PB,R2 = 0.1, PR1 ,R2 = 0, and PA,R2 = PB,R1 are varied together (kept equal)
between 0.1 and 1. We observe that, throughout the entire range, the optimal
scheme maintains a slight lead of about 1%–2% over network coding with a
static path. The situation becomes more interesting in Figure 5b, where the
16

(a) 0.1 ≤ PA,R2 = PB,R1 ≤ 1, PR1 ,R2 = 0

(b) 0.1 ≤ PA,R2 = PB,R1 ≤ 1, PR1 ,R2 = 1
Figure 5: Performance comparison for K = 2 with PA,R1 = 0.5, PB,R2 = 0.1, and (a)
PR1 ,R2 = 0; (b) PR1 ,R2 = 1.
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Figure 6: A multi-hop network with four relay nodes.

same range of scenarios is considered except that PR1 ,R2 = 1. Allowing the
neighbors to overhear each other perfectly does not make a difference for the
static routing and NC schemes, since the single best path in the network is still
A ↔ R1 ↔ B. Neither does it impact the performance of the ONC scheme,
or for that matter any protocol where a node with the first coding opportunity
keeps transmitting the combined packet until success, and does not opportunistically route it further via other nodes (e.g. BEND [18]). On the other hand,
the performance of the optimal scheme (and of the pure OR scheme) improves
markedly, since a transmission by R2 of packet a (or the coded combination of
a and b) is no longer ‘wasted’ when the link R2 ↔ B fails; instead, it is overheard by R1 which can then take over and deliver the packet to its destination
with fewer transmissions. Indeed, the optimal scheme here no longer favors a
retransmission of packet a by its source A rather than by node R2 , if the latter
has it. With respect to the original example (namely, PA,R2 = PB,R1 = 0.9),
the expected total number of transmissions is reduced to 4.23, almost 20% lower
than the next-best option (which is still network coding via R1 ). This is in stark
contrast to the improvement of only a few percent in the symmetrical scenarios,
as shown in Figure 4.
In order to demonstrate how the optimal forwarding scheme performs in the
case of a multi-hop network, we further consider the network depicted in Figure 6, which is a 3-hop analog of the 2-relay network of Figure 3 with each of the
original relays split into two nodes with a good link between them, but no longer
able to directly overhear or be overheard by one of the endpoints. Consider the
overhearing probability values of PA,R1 = PB,R4 = 0.5, PA,R2 = PB,R3 = 0.9,
and PR1 ,R3 = PR2 ,R4 = 1, with overhearing probabilities on all other inter-relay
links (except PR1 ,R3 and PR2 ,R4 ) set to 0; in other words, overhearing is not
possible over the links represented by dashed lines in Figure 6, and the topology
again consists of two separate paths between the endpoints. It can be easily
verified that, for this case, the best among the original schemes of Section 3 is
network coding over either of the two static paths, achieving an expected number
2
2
of transmissions of 0.5
+ 0.9
+ 1 ≈ 7.222 (i.e. one fewer transmission than simple
independent forwarding in both directions, with the network-coded transmission
initiated by either one of the relays along the path). This is considerably higher
than the optimal bound of 6.64 transmissions achieved by the optimal forwarding scheme found by the algorithm of section 4, which is able to efficiently utilize
18

both paths opportunistically. In the other case where the overhearing probability among all the relay nodes is set to 1, the optimal number of transmissions
drops further to approximately 5.329, which is still ahead of the second-best
option of network coding over the optimal path of A↔ R2 ↔ R3 ↔B with a
4
+ 1 ≈ 5.444.
score of 0.9
6. The Impact of State Synchronization Overhead
So far, we have considered the theoretical bound on the expected number of
transmissions that can be achieved by optimal forwarding, without accounting
for the overhead cost of synchronizing the network state among the participating
nodes after every data packet. In this section we turn our attention to the
synchronization overhead explicitly, and consider the benefit that can be still
achieved by the optimal forwarding scheme even after this overhead is taken
into account. We explain the considerations in the design of a robust feedback
mechanism, and calculate the additional time taken by feedback messages under
the assumption that the feedback channel is perfect, showing that the additional
overhead is small in comparison to the typical savings from the reduced data
packet transmissions. Subsequently, we use an OMNET implementation of the
feedback mechanism to show by simulation how the optimal scheme performance
is impacted by a nonzero loss rate of the feedback messages themselves, using
both the 2-hop and 3-hop topology examples from the previous section.
6.1. Distributed synchronization mechanism
Given that every transmission decision in the optimal scheme depends on the
latest information state in all nodes, a distributed implementation of the scheme
requires the full network state to be synchronized in all nodes, so that each node
can decide individually whether it should be the next one to transmit. Clearly,
the network state synchronization process requires every node to send some
sort of a feedback message or acknowledgment (ACK). However, a traditional
simple ACK, which is only broadcast when a packet is received and only contains
information about the reception in one node, is not well-suited for a distributed
state synchronization, for the following reasons. First, it requires all nodes to be
able to overhear each other’s ACKs; in particular, this rules out any scenarios
where the source and destination are out of direct range of each other. Second,
every failure of any node to hear an ACK message will immediately lead to a
loss of synchronization of the network state among nodes, potentially resulting
in deadlock or collision due to conflicting decisions by the different nodes.
Accordingly, we henceforth consider extended feedback messages, where each
ACK advertises the entire network state vector as perceived by the node (Figure 7). Whenever any node overhears an ACK, it updates its own view of the
network state by noting any new information not already known about packets
received or overheard in other nodes, even if these refer to nodes other than the
one transmitting the ACK itself. The use of such extended ACKs allows state
synchronization to be achieved even when the source and destination (or any
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Figure 7: Structure and timing of the ACK messages for network state synchronization.

two nodes, for that matter) cannot directly overhear each other’s ACKs, as the
relevant information will be present in the ACKs of other relay nodes as well. In
the same way, extended ACKs provide additional redundancy that increases the
tolerance against random ACK losses as well; therefore it becomes less essential
to have very low ACK loss rates in the network. As will become evident from
the subsequent simulation results, the extended feedback mechanism maintains
a robust performance even as ACK loss rates increase, for the price of only a
mildly higher overhead cost.
We now proceed to estimate the overhead cost of the feedback that follows
the transmission of a data packet. For this purpose, we assume that after a
data packet is received, all nodes send out their ACK messages in a pre-defined
fixed order that is known to all the nodes; this complete set of ACK transmissions following every data packet is referred to as an ACK cycle. Thus, each
node can tell in advance how long it waits before transmitting its ACK, and
will wait accordingly even if some other ACKs earlier in the cycle are missing,
e.g. when the corresponding node(s) did not receive the packet. However, while
waiting, each node should instantly update its view of the network state upon
receiving any peer ACKs, and reflect it in its own ACK subsequently. Since
the ACK order is fixed regardless of the identity of the transmitter, the ACK
cycle duration consists of K + 2 ACK transmissions. In particular, all K + 2
nodes are assumed to take part in the ACK cycle, including the transmitter
of the just-completed data packet (this boosts the redundancy in the dissemination of the network state information). The fixed ACK order that we use
below is A, B, R1 , R2 , . . . , RK ; note that, by putting the ACK messages from
the endpoints first, notification about the reception of a packet at a destination
can reach the opposite end within the same ACK cycle. The ACK cycle timing,
as well as the content of each ACK message, are illustrated in Figure 7. Note
that each ACK contains a total of 2K + 2 state fields (seq), each representing
a sequence number of the last packet received in each of the nodes (1 field for
each of A and B, and 2 fields, i.e. one for each direction, for each of the relay
nodes).
Assuming that a small time interval must be maintained between successive
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ACK transmissions (such as the Short Interframe Space, SIF S, in IEEE 802.11)
to allow for propagation delay differences, the total overhead of the ACK cycle
is:


header + (2K + 2) · seq
(K + 2) ·
+ SIF S
(12)
rate
where header is the size of the fixed header of ACK packets, seq is the size of the
sequence number (or equivalent field) containing the identity of the last packet
received by a node, and rate is the raw bitrate of the ACK transmission. Using
typical values from the IEEE 802.11b/g protocol as an example and substituting
header = 14 bytes, seq = 1 byte, rate = 1 Mbps, and SIF S = 10 µsec, we get
the total duration of the ACK cycle to be approximately 0.6 msec for R = 2
relay nodes, or 1 msec for R = 4 relay nodes. This can be compared to the
transmission time of a maximum-size data packet (approximately 1.5 KB) at
the same bitrate, which is in excess of 12 msec. Since the (rate-independent)
short interframe spaces take a negligible fraction of an ACK cycle, the ratio
between the duration of a data packet and an ACK cycle remains similar at
higher bitrates as well. It can be concluded that a forwarding strategy requiring
a full state synchronization after every packet is still worthwhile despite the
additional overhead if it reduces the expected number of retransmissions by
roughly 0.1 or more.
The above estimation was based on the assumption that all feedback messages are heard perfectly; then, the time spent in ACK cycles is indeed the
only overhead cost of the mechanism. When the feedback channels are not
perfect and the ACK messages can get lost or corrupted, inconsistent views of
the network state may arise in different nodes. This inconsistency can lead to
one of the following undesirable situations: either (1) collision, when two or
more nodes decide to transmit the packet at the same time by applying the
optimal scheme on different perceived network states; or (2) deadlock, when
every node decides that some other node will transmit the packet, and an actual transmission never happens. In order to evaluate the impact of feedback
losses and state inconsistencies on the resulting performance, we implemented
the extended feedback mechanism, as described above, in the OMNET simulator platform.4 Our implementation uses the following methods to resolve
collision and deadlock situations. First, upon receiving a corrupted packet, a
node will wait a duration of a full ACK cycle. During that time, if any ACKs
are successfully received (indicating a successful reception of a data packet in
some other nodes), the node immediately updates its view of the network state
and joins the ongoing ACK cycle in a normal fashion. Otherwise, if nothing
further happens on the channel after the corrupted reception for a full length
of an ACK cycle, the node assumes that a collision has likely occured and that
all other nodes have reached the same conclusion; an ACK cycle is then started
4 The full source code of our implementation may be obtained from http://www.cse.unsw.
edu.au/~llibman/papers/OR_NC_implementation.rar.
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from that point, with the node taking its normal fixed position in the cycle.5
Second, if either of the source nodes (A and B) receives neither a packet nor
an ACK for the duration of a timeout, set to be equal to the transmission time
of a maximum-size packet plus an ACK cycle, it initiates a transmission of an
ACK on its own, thereby triggering relay nodes to join in an impromptu ACK
cycle. This rule ensures that a deadlock is eventually resolved, by continuing to
transmit ACKs periodically until the node(s) with the incorrect network state
view eventually receive the correct state update.
6.2. Simulation results
We simulate the performance of the optimal forwarding scheme, as described
in Section 5, using again the example based on the topology of Figure 3 for which
the expected number of transmissions per pair of packets in both directions was
found above to be 5.115 when PR1,R2 = 0 and 4.23 when PR1,R2 = 1 (that
was assuming the nodes are always synchronized with no inconsistencies). Our
aim is to explore how the expected number of transmissions per pair
of packets is affected when the acknowledgment loss rate increases,
due to synchronization breakdowns leading to an increasing incidence
of deadlocks, collisions, or simply suboptimal transmission decisions.
Note that, generally, the loss rate of acknowledgments need not be
related to that of the data packets — in fact, the feedback channel
is typically considered in practice to be more reliable than the data
channel, since acknowledgments are short and therefore less prone to
outages and bit errors than data packets. For this reason, in the following discussion, we control the loss rate of acknowledgments independently of that of the data packets. The results are shown in Figure 8a,
where the leftmost point on the curves corresponds to perfect feedback channels,
and the reception probability of the ACK decreases (i.e. the loss rate increases)
from there; for simplicity and due to space constraints, we only present the
results for the case where the ACK probability is identical in all the links.
The three curves shown in Figure 8a correspond to the extended feedback
mechanism (branded “net-state”) with PR1,R2 = 0 and with PR1,R2 = 1, and,
for comparison, the simple feedback where the ACK message from each node
only notifies about its own state of reception, rather than the full state vector
(referred to as “self-state” in the figure). Recall that the “self-state” mechanism
cannot adequately be used for synchronization unless every node is able to hear
every other node’s ACK messages; for this reason, we do not evaluate it for
PR1,R2 = 0, and even for the PR1,R2 = 1 case we artificially allow the endpoints
A and B to hear each other’s ACKs with the same probability as in all other links
(whereas the simulation of the “net-state” mechanism is run with no direct link
between A and B at all). Despite this artificial advantage in the simulation,
5 The above rule only applies if the corrupted reception occurs while the node is idle and
expecting to receive a data packet, and not if it is already in the midst of an ACK cycle; then,
a corrupted reception is simply treated as a lost ACK and ignored.
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it can be seen that the “self-state” mechanism is significantly inferior to the
“net-state” one and much less robust as the ACK loss rate increases, for a
range of reasonable ACK loss rate values. It is only when the ACK reception
probability becomes very low (about 0.2 or less) that the “self-state” curve drops
to become the lowest; again, we emphasize that this is attributed entirely to the
above artificial advantage introduced in the simulation, and does not imply that
“self-state” feedback is superior in any way with high ACK loss rates.
The dashed horizontal lines in Figure 8a show the average number of transmissions corresponding to using opportunistic routing of
packets in both directions independently. This performance level
represents the upper bound of what can be ideally achieved with
distributed intra-flow coding techniques, such as MORE [10], which
do not require state coordination or feedback among the participating nodes (and, consequently, do not depend on the ACK reception
probability).6 As these figures demonstrate, when the loss rate on
the feedback links is high and explicit state synchronization among
the nodes becomes unreliable, it may be better in practice to employ
a forwarding strategy that is suboptimal in principle, but does not
need reliable feedback links for its implementation.
Figure 8b presents the overall throughput of the optimal forwarding scheme
(shown as the total number of packets delivered during the simulation, running
for 500 sec), again as a function of the ACK reception probability (identical in
all links) in the same three scenarios. This figure is arguably more representative of the performance, since it takes into account the additional time wasted
in the recovery from deadlocks and collisions, as opposed to merely counting
the number of transmissions. We observe that the performance degrades gracefully and roughly linearly with increasing ACK loss rate. For the sake of
comparison, the dashed horizontal line in Figure 8b shows the corresponding value simulated with a standard IEEE 802.11 DCF using
the same packet size and transmission bitrate, in the same two-hop
network with perfectly lossless links. This vividly demonstrates the
significant performance penalty due to backoff and collisions caused
by the random access scheme of IEEE 802.11, which are avoided with
the explicit state synchronization mechanism, despite the overheads
incurred.
Next, we turn to evaluate the performance of the state synchronization mechanism in the multi-hop network case based on Figure 6, as discussed at the end
of Section 5, for which the expected number of transmissions was 5.329 or 6.64,
respectively, with or without overhearing across the dashed-line links. Before
proceeding, we highlight the elevated importance played by the order of feed6 More precisely, the MORE protocol, which is based on random linear coding of batches
of packets, does require feedback from the receiver eventually once the entire batch can be
decoded; however, the associated one-off overhead cost is amortized over all the packets in the
batch and becomes negligible for large batch sizes.
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back transmissions in the ACK cycle in a multi-hop setting; indeed, when a
feedback channel does not exist between some node pairs (i.e. nodes may not
be able to overhear some of their peers’ ACKs), a poorly chosen ACK transmission order will inevitably lead to an inconsistent view of the network state after
every data packet transmission by certain nodes, causing frequent collisions or
deadlocks that may lead to a performance collapse. Accordingly, in order to
maximize the ability of all nodes to follow the network state, we propose to
use a variable ACK order depending on the identity of the node that transmitted the data packet; specifically, we order the ACK transmissions by increasing
distance from the data transmitter node (using the ETX metric distance for
that purpose), so that even distant nodes may obtain an up-to-date view of the
network state around the transmitter within a single ACK cycle. To ensure
that every node is able to determine its position in the ACK cycle even if it did
not overhear the data packet itself, we augment the ACK payload (Figure 7)
to include the identity of the relevant node (whose data transmission triggered
the ACK cycle). For ACK cycles started artificially when recovering from a
deadlock or collision, we arbitrarily use the ACK order corresponding to a data
transmission by node A.
The expected number of transmissions and the overall throughput as a function of the ACK reception probability are shown in Figure 9, where, again, the
dashed horizontal lines provide for comparison the corresponding values for opportunistic routing in both directions independently, which
can be achieved using intra-flow coding. Note that a comparison with the
“self-state” feedback approach is omitted, since feedback messages reporting
only the reception state of the node itself cannot be sensibly used for network
state synchronization in a multi-hop situation where direct channels do not exist between many node pairs. Once again, we observe a graceful degradation of
performance with increasing ACK loss rates, demonstrating the robustness of
the state synchronization mechanism in the multi-hop case as well. For comparison, we also present the performance achieved when the transmission order
in each ACK cycle is fixed, using the order A,B,R1 , R2 , R3 , R4 regardless of
the source of the data packet. With this order, certain transmission outcomes
cannot be observed within the same ACK cycle even if the feedback channel is
perfect in all existing links (e.g., when R4 transmits a packet, R1 and R3 are
unable to observe within a single ACK cycle whether the packet was successfully received by R2 ). This leads to an inconsistent view of the network state
after every such transmission, and causes a noticeable drop in throughput, as
observed in Figure 9b, which reiterates the importance of a variable ACK order.
This performance gap between a variable and a fixed ACK order gradually decreases with the ACK reception probability, but remains noticeable unless the
ACK success probability drops to below 0.5, i.e. is worse than even the overhearing probability of the data packets, which, arguably, is unlikely to happen
in a practical scenario.
To conclude this section, we emphasize that the description and simulations
of the synchronization mechanism described herein have been provided for the
purpose of giving insight into the impact of the synchronization overhead on the
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performance of a possible MAC protocol implementing the optimal forwarding
scheme; however, our description should not be considered to be a full-fledged
MAC protocol proposal. There are many practical details that were left out
from our discussion for simplicity, and would need to be addressed in a realistic
protocol. For example, we assumed that the source nodes are always saturated
with backlogged packets; hence, we did not consider how the relay nodes should
distinguish in practice between a lost transmission and simply an empty queue
at one of the sources (this could be achieved, for instance, by including an
indication of the source’s queue state in its own ACK message). Furthermore, we
assumed an isolated system where all the nodes already know the link probability
parameters in advance, and did not consider the questions of neighbor discovery
and link estimation, or the effect of any possible interference from other nodes in
the vicinity that may be competing for transmission at the same time. Finally,
there remains a broad scope for considering schemes that may allow
the optimal bounds to be achieved with relaxed requirements for the
network state feedback and topology information, e.g. incorporating a
combination of intra-flow as well as inter-flow network coding [22, 23].
The design of a detailed MAC protocol based on the optimal forwarding concept
and addressing the above practical issues remains a subject for future work.
7. Conclusion
We considered the problem of finding an optimal forwarding scheme that uses
opportunistic routing and network coding to minimize the expected number of
transmissions required to deliver a packet of data from every flow in the network.
We presented a dynamic programming algorithm to calculate the optimal action
for every possible network state (i.e. set of packets overheard by each node). Our
performance evaluation demonstrated, for a simple example of a network with
two nodes communicating via two common neighbors, that the optimal scheme
can achieve a further reduction of up to 20% in the number of transmissions
compared to either OR or NC employed in isolation, or a simple combination
thereof, as proposed in existing literature. This superior performance is mainly
due to two features that are absent from existing schemes: (1) the optimal
scheme may base the decision of the next transmission on the state in all nodes,
e.g. even if only one relay node has a coding opportunity, the optimal decision
may depend on whether another node received any of the packets involved or
none at all; and (2) the optimal scheme may involve opportunistic routing of
the coded combination to some or all of the destinations, i.e. be opportunistic
not only with respect to the choice of node to perform the network coding (if
any), but the subsequent routing of the coded packet as well.
In this paper, we have not proposed any specific MAC protocol or mechanism
that implements the optimal forwarding scheme. Rather, our goal has been
to establish a theoretical framework to consider the fundamental performance
limits of forwarding methods, and cast light on the classes of scenarios where
existing schemes exhibit a sizeable performance gap from the optimum. We
also illustrated the impact of the overhead from a possible robust feedback
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mechanism to synchronize network states in all the nodes, and showed using
simulation that the reduction in the number of transmissions of data packets
brings about a significant improvement in throughput, even with the additional
network state synchronization overhead. These encouraging results provide the
motivation for further work towards the detailed design of fully distributed
protocols based on the framework of this paper, which will need to address
additional practical questions, such as scheduling in the presence of several
flows competing for the same pool of relay nodes, and relay selection heuristics
for dense or large-scale networks in which a full computation of the optimal
forwarding scheme may be prohibitive.
Finally, we point out that the optimality definition employed in this study
focused on delivering one packet in each direction of a unicast connection with
100% reliability using the least expected number of transmissions. In this formulation, once a packet from one side is delivered to its destination, the delivery
of the opposite packet takes an absolute priority over any further packets from
the same direction. A similar framework can be applied to other variations of
the optimization target, e.g. to maximize the packet delivery ratio for a given
‘budget’ of transmissions. The adaptation of the dynamic programming solution to such alternative targets, as well as the design of a forwarding scheme
that maximizes the network throughput region (i.e., the stability region of sustainable packet arrival rates to both endpoints) through the combination of OR
and NC, remains an important topic of ongoing research [24].
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